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Network Security Checklist

Router & Wi-Fi Security

■ Change default admin username and password

■ Enable WPA3 encryption (or WPA2 if WPA3 unavailable)

■ Use strong Wi-Fi password (12+ characters)

■ Disable WPS (Wi-Fi Protected Setup)

■ Change default network name (SSID)

■ Enable firewall on router

■ Disable remote management unless needed

■ Update router firmware regularly

■ Set up guest network for visitors

Computer Security

■ Install and update antivirus software

■ Enable automatic operating system updates

■ Use strong passwords for all user accounts

■ Enable two-factor authentication where possible

■ Install security updates for all software

■ Enable firewall on all computers

■ Disable file sharing unless needed

■ Use standard user accounts for daily activities

■ Encrypt sensitive data and drives

Email & Web Browsing Security

■ Be cautious with email attachments

■ Verify sender before clicking links

■ Use reputable email provider with spam filtering
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■ Keep browser updated to latest version

■ Use ad-blocker and anti-tracking extensions

■ Avoid downloading software from unknown sources

■ Check for HTTPS on websites handling sensitive data

■ Log out of accounts when finished

■ Clear browser cache and cookies regularly


